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02/15/2019 Quotation must be completed by the quoter.
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~
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b. STREET ADDRESS 16. SIGNER

a. NAME (Type or print) b. TELEPHONE

c. COUNTY AREA CODE

d. CITY Ie. STATE If. ZIP CODE c. TITLE (Type or print) NUMBER



NCC DATA SERVICES - SCOPE OF WORK

General Information.

A. Introduction.

The U.S. Consulate General in Nogales requires:

• A 10Mbps Point to Point (P2P) circuit from the Consulate to the NCC site
OBO Office for the OpenNet and voice connections.

• A 2Mbps (DSL) Internet connection to the Access Control Facility (ACF)
at the NCC site.

• Two analog phone lines with Internet service included.

All those services need to be in compliance to the Department of State/Information
Resource Management Office technical specifications. In addition, the US
Consulate General in Nogales requires 365 x 24 x 7 technical support for this
servIce.
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Scope of work.

Internet Service Provider (ISP) should be able to provide:

B. For the lOMbps P2P circuit the requirements are:

• A symmetric point-to-point circuit from the US Consulate General Nogales
to the new NCC site.

• 99.98% availability per year.
• Maximum latency 70msec.
• Maximum package lost 3%.
• Service should not be filtered or blocked for any IPSEC ports or protocols.
• Service must allow all IP protocols, should not include filters or proxies and

provide unfiltered access to internet with no firewall.
• ISP equipment must provide RJ45 interface with routing devices.
• "Always On" Availability is required.
• 365 x 24 x 7 Technical support must be included.
• NAT (Network Address Translation) should NOT be used.
• Service must allow the installation of encrypting devices.
• The P2P circuit must be installed between Point A and Point B addresses:

C For the 2Mbps (DSL) Internet connection the requirements are:

2

• A symmetric El dedicated service at 2Mbps
• 99.98% availability per year.
• Maximum latency 70msec.
• Maximum package lost 3%.
• At least 14 routable IPv4 public addresses with a dedicated 128 subnet are

required.



• Service should not be filtered or blocked for any IPSEC ports or protocols.
• Service must allow all IP protocols, should not include filters or proxies and

provide unfiltered access to Internet with no firewall.
• Complete information about IP, subnet and gateway addresses should be

provided.
• ISP equipment must provide RJ45 interface with routing devices.
• "Always on" availability is required.
• 365 x 24 x 7 Technical support must be included.
• NAT (network address translation) should NOT be used.
• The circuit shall have a redundancy path to prevent service disruption in

the event of any failure over the primary fiber.
• Service must allow the installation of encrypting devices.
• The circuit must be installed at following address:

u.s. Consulate General Nogales
Calle Kalamata # 99
Colonia Kennedy
Nogales, Sonora, Mexico
C.P.84000

D. For the 2 analog phone lines with Internet service included

• Two basic analog phone lines.
• Long distance phone calls.
• 10Mbps Internet speed.
• Wireless AP included.

3


